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1 Introduction

1.1 X9 Image Clearing Website Overview

The X9 Image Clearing Website works with the X9 Image Clearing Service to provide a user interface to X9 data that is stored in both the file system and a SQL database. Files arrive in the “Incoming” directory in the file system by some external mechanism such as FTP. The X9 Image Clearing Service detects that a file has arrived and imports it to the X9 database using the services of the X9 SQL Library Interface, a collection of Dynamic Linked Library (DLL) files. If the incoming file contains errors, it is moved to the “Errors” folder. If it is processed successfully, it is moved to the “Archive” folder.
Users may interact with data in the database using the X9 Image Clearing Website. Using this browser-based tool, then can search or browse for specific transactions, mark transactions for return and generate return files which the X9 Image Clearing Service will then deliver to some external destination.

The X9 Image Clearing Website does not interact with either the file system or the database directly. It interacts only with the X9 SQL Library Interface which in turn will read and write data to and from both the file system and the X9 database.
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 The picture below shows this overall structure.
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Figure 1 X9 Image Clearing Service and X9 Image Clearing Website Context Diagram
2 Platform Requirements

2.1 Hardware & Software Requirements

This section describes the minimum hardware and software platform needed to operate the X9 Image Clearing Website system. The customer is responsible for providing this hardware and software platform. 
This is a minimal configuration based on a typical volume of 500 items per day, a peak volume of 2000 items per day and a small number of website users. Multiple processors, more RAM and hard drive space may be necessary to support higher transaction volumes. A detailed platform discovery effort by All My Papers is required to determine the optimal configuration for specific customer needs. 
2.1.1 Hardware

The X9 Image Clearing Website must be installed on a Microsoft Windows Server with at least the following hardware:
· Single Processor, 2 GHz
· 2 GB RAM

· 100 GB Hard drive for Operating System and Application

· Gigabit Ethernet
2.1.2 Operating System Software
· Windows 2012/16 Server (64 bit versions) 
· IIS version 7 or later
· SQL Server 2014/16 (64 bit versions)
· Microsoft .NET 4.6
2.1.3 Possible Configurations
The X9 Image Clearing Service and X9 Image Clearing Website must be installed on the same server. The database can be installed on this server as well or it can be installed on a different server. If using a single server, this server should have at least 4 GB of RAM. If the X9 Image Clearing Website is installed on a different server from the database, the band width between the servers should be at least 1Gb/s or the performance of the website will suffer. The diagrams below show these possible configurations.
2.1.3.1 Single Server Configuration


[image: image2]Figure 2 X9 Image Clearing Service and X9 Image Clearing Website Context Diagram

In this configuration, everything is installed on a single Windows server. 

2.1.3.2 Two Server Configuration


[image: image3]
In this configuration, the X9 Image Clearing Service and the X9 Image Clearing Website SQL Server are installed on one computer, and SQL Server is installed on a second computer.

2.2 Prerequisite Application Software
There are several components which must be installed for the X9 Image Clearing Website to execute properly:

· Microsoft .NET 4.6 Framework

· IIS 7.0 or later
· Microsoft Report Viewer

· AllMyPapers Licenses - AMP will provide a set of license codes that will need to be installed on the application server operating platform. This requires the AMP License Manager to be downloaded and installed. The following link describes the licensing download and process.

http://www.allmypapers.com/index.php/Licensing/licensemanager.html
This enables the AX9LIB and X9SQL runtime functions to operate.

2.2.1 X9 Image Clearing SQL Service
The X9 Image Clearing Website includes the X9 SQL Interface, a collection of DLLs. These DLLs are also included with the installation of the X9 Image Clearing Service which must be successfully installed before the X9 Image Clearing Website can be used. Installation of the X9 Image Clearing Service also requires the X9 SQL database which is used by both the X9 Image Clearing Service and the X9 Image Clearing Website.
The X9 Image Clearing Service can be installed on the same server as the X9 Image Clearing Website or on a different server. See the X9 Image Clearing Service Installation section of this manual for instructions on installing this component. 
The X9 SQL Library Interface must be present on the server that the X9 Image Clearing Service is running on and it must be present on the server that hosts the X9 Image Clearing Website. If both the X9 Image Clearing Service and the X9 Image Clearing Website are configured as being on the same server, the X9 SQL Library Interface may be installed in the GAC so that only a single copy of it is installed on this server.

3 Installing the X9 Image Clearing Database

Before installing the X9 Image Clearing Website, the X9 Image Clearing database must be installed or upgraded if this is a new release install. The X9 Image Clearing Website will install, but not operate fully until the X9 SQL Service is installed and configured.
1.1 Run Database Installation

Run the setup program X9ImageClearingDatabase_x.x.x.exe

You will be presented with a series of wizard dialogue boxes as shown in the following steps.

1.1.1 Step 1

Begin the installation process
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Click “Next” to continue.

1.1.2 Step 2 

This step gathers the information needed to create the database. Three sets of information are needed:

· The name of the SQL Server instance that the database is to be created on;

· Database name (default X9ImageClearing);

· The application and website service userIDs.
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Enter or edit the required information and Click “Next” to continue.

1.1.3 Step 3 

Database installation executable location
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Choose the default or edit the location of the database installation executable. 

Click “Next” to continue.

1.1.4 Step 4

Database location
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Choose the default or edit the location of the database file. 

Click “Next” to continue.

1.1.5 Step 5

Ready to Install
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Verify the correct information has been entered. 

Click “Install” to continue.

1.1.6 Step 6

Installation scripts will run and after several seconds a db.log will be displayed.
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Click “Finish” to complete the installation.
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1.2 Step 7 – Make sure users have proper database rights

Make sure the website user and service user have db_datareader, db_datawriter and db_owner membership.
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1.3 Step 8 – Enable service broker

Run EnableServiceBroker.sql or the following commands

ALTER DATABASE AX9SQL SET SINGLE_USER WITH ROLLBACK IMMEDIATE
ALTER DATABASE AX9SQL SET ENABLE_BROKER
ALTER DATABASE AX9SQL SET MULTI_USER

1.4 Reinstalling and Updating the X9 Returns Database

You may run the X9 SQL database installation process without harm. When All My Papers releases an update to this database, simply repeat the install process and the existing database will be brought up to the current release level.

1.5 Backing Up Installed Data and Programs

There are several sets of information that are candidates for periodic backups:

· X9ImageClearing Database – this database contains daily transaction data and should be backed up on a frequent basis.

· X9 Service Files – the files imported and managed by the X9 Returns Service should also be backed up on a regular basis.

· Configuration file – the X9 SQL configuration file should be backed up whenever changes are made to it.

1.6  Renaming Databases

The X9ImageClearing database can be renamed by using the Microsoft SQL Server Management Studio, right-clicking on the X9ImageClearing database and selecting Rename from the menu. 

If you rename this database, you must edit the connection strings in the “X9SQL Service.exe.config” file and website “Web.config” file to reflect the new name of the database.
4 Installing The X9 Image Clearing service
1.7 X9 Image Clearing Service Account

The X9 Image Clearing Website contains the code necessary to install both the X9 Image Clearing Website and all of the components it depends on. The installation process will create a website in the default location on the server (typically C:\inetpub

The X9 RETURNS requires a system account to be set that gives the system the privileges to access file system resources and the database.

Security Policies required:

· Adjust memory quotas for a process

· Logon as a service

· Replace a process level token

Windows Account privileges in AD

· Trusted for Delegation on the Account Tab

Service Principal Names 

You need to run SetSPN (Set Service Principal Name) which requires Domain Administrator privileges:

Setspn –a service/machinename domain\domainaccount

Setspn –a service/machinename.domainname.local domain\domainaccount

Example:

Setspn –A http/dst-bnkt5a dst\chk21svc

Setspn –A http/dst-bnkt5a.dst.local dst\chk21svc

Database Roles Required for AX9SQL Database (may be renamed)

The installation runs a script “AX9SQL Permissions.sql” that sets the required database permissions. This script is found in the database application directory (“C:\Program Files\AllMyPapers\X9SQL Database\install”). This script can also be run manually but requires you to edit and replace “$$SERVICEUSER$$” with the name of the service user account.

The oracle integration piece (for image archive interface only) requires the permission to execute stored procedures to be set. (script below)

declare curse cursor for select name from sysobjects where type='P' or type ='FN'

OPEN CURSE

declare @proc varchar(100)

declare @stmt nvarchar(200)

fetch next from curse into @proc

while @@fetch_status=0 

begin

set @stmt='grant execute on '+ @proc +' to "DST\Chk21Svc"'

exec SP_EXECUTESQL @STMT

print @stmt

fetch next from curse into @proc

end

close curse

deallocate curse

File System

· Full control for all the folders defined in the configuration file in section 4.2.2.

· Full control for the X9 Image Clearing website directory and sub directories.

· Full control for Windows\temp folder.
1.8  Installing The X9 SQL Service

Installing the X9 SQL Service involves three steps:

· Stopping the X9 SQL Service (if already installed) 

· Install the software

· Configure the Service

· Start the Service
1.8.1  Installing the X9 Image Clearing Software

The X9 SQL Service is installed by opening the X9ImageClearingServer_x.x.x.x.exe file. 

You will be presented with a series of wizard dialogue boxes as shown in the following steps.
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Click “Next” to continue.

[image: image28.png]Completing the X9ImageClearing
Server Setup Wizard

Setup has fiished nstaling ¥aImageClesring Server on your
computer. The applcation may be launched by selecting the.
installd cons.

Click Finsh to extt etup.

ALL/MY/PAPERS™





Enter the credentials of the userID of the service account that will run the X9 SQL Service

Click “Next” to continue.
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Use the default or edit the location of the program files location. 

Click “Next” to continue.

Use the default or edit the location of the processing directory tree. This directory also contains the location of the configuration files used by the system.

Click “Next” to continue.

Verify the folder locations.

 Click “Install” to continue.

Click “Finish” to complete the installation.
1.8.2  X9 Returns input/output directories

The location and names of the directories that X9 Returns uses for receiving files, exporting files, and for temporary working folders can be configured for the customers’ requirements. In the X9 Image Clearing application bin directory contains a “make default directories.bat” that will make a set of default folder locations. Edit and execute this batch process file to initially create these directories. The customer can change the names and locations of the folders of interest to them afterwards. 
1.8.3 Program Files

When the installation process completes, look in the program files directory you selected in the second step of the install process (typically C:\Program Files\AllMyPapers\X9ImageClearing\Server\bin). That directory should look like the screen shot below:
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1.8.4  Configuring The X9 SQL Service

There are three important steps that are required before the X9 SQL Service will be fully operational:

· Change the logon of the service to a user with full access rights to the file system watch folders.

· Create the watch folders;

· Edit the configuration file to correctly define the database connection string and the watch folders;

When these steps are completed, the service must be stopped and restarted and tested to see if everything is working properly. 

1.8.4.1 Changing the Logon User Identity

When the X9 SQL Service was installed the credentials of the account to run under was entered. To change this account access the “Services”  management console application to change the account. 
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To configure the service correctly, you must change the account to one that has full access to the directories identified in the configuration files of the system.

1.8.4.2 Creating the Watch Folders

The X9 SQL Service processes files into and from the AX9SQL database. Incoming files must be delivered by some mechanism (FTP, manually copying them to this folder, etc.). Outgoing files are created by the X9 SQL Service and remain in the Outbound folder until some external process moves them elsewhere.

For incoming files, the X9 SQL Service operates by watching specific folders in the file system. When a file arrives in the “Inbound” folder, the X9 SQL Service will move the file to the “Inbound Work” directory, open the file and post the contents of the file to the AX9SQL database. When it has finished processing the file, it will move the file to the “Inbound Archive” directory. If errors are detected, the file will be moved to the “Inbound Error” folder instead of the “Inbound Archive” folder. An XML file will be produced in the “Inbound Report” folder indicating the results of processing the file.

The default directories were created by the installation. They can be changed in the configuration files. 

1.8.4.3 Editing the X9 SQL Service Configuration File

The X9SQL Service.exe.config file is an XML file that defines and drives the behavior of the X9SQL Service. This file must be edited to configure the behavior of the service to meet your specific requirements. 

The contents of this file contain a series of key = value pairs that look like this:

<add key="KeyName" value="KeyValue" />

Editing this file involves changing the value associated with each key to meet your specific requirements. The table below identifies and describes each of these settings and shows the default value. If the default value does not meet your requirements, please edit it accordingly.

For default installation, the only key that must be edited is the ConnectionString key. The Data Source in the connection string should be set to the name of the SQL Server instance that manages the AX9SQL database. Typically this will be the name of the machine on which SQL Server is installed. This URL will provide more help on connection strings: http://msdn.microsoft.com/en-us/library/ms944772.aspx 

	Key = Value
	Description

	key="ConnectionString" value="Integrated Security=SSPI;Initial Catalog=AX9SQL;Data Source=localhost;Connection Timeout=6000"
	This must be a valid connection string to the SQL database. The user that the service is running as must have SELECT, INSERT, UPDATE and DELETE access to the AX9SQL database. This may represent a security concern for some customers. If so, then create a SQL user with appropriate access and edit this connection string to identify that user and the user’s password.

	key="InternalBufferSize" value="8192"
	Determines size of buffer that holds new file arrival messages.  The larger the buffer size, the more file arrivals that can be tracked, however a large buffer size can affect system performance. The buffer can be set to anything above 4096(4K).  For best performance it should be a multiple of 4096 (4K). The default value is 8192.

	key="EnableInboundX937Processing" value="true"
	turns on/off inbound X937 processing

	key="InboundX937WatchDir" value="C:\AX9SQL\InboundX937"
	Full path to directory to monitor for new files

	key="InboundX937WorkDir" value="C:\AX9SQL\InboundX937\Work"
	Full path to directory to use for inbound file processing (loading)

	key="InboundX937ReportDir" value="C:\AX9SQL\InboundX937\Report"
	Full path to directory to store report files

	key="InboundX937ArchiveDir" value="C:\AX9SQL\InboundX937\Archive"
	Full path to directory to move successfully processed files to

	key="InboundX937ErrorDir" value="C:\AX9SQL\InboundX937\Error"
	Full path to directory to move files that errors were encountered during processing

	key="InboundX937CheckForDuplicateFiles" value="false"
	Flag to enable duplicate file checking on inbound x937 files (true or false)

	key="InboundX937CheckForDuplicateImages" value="true"
	Flag to enable duplicate image checking on inbound x937 files (true or false)

	key="EnableOutboundX937Processing" value="true"
	Turns on/off outbound X937 processing (true or false)

	key="OutboundX937TransportMethod" value="ftp"
	Determines how the outbound file will be sent to the send location. Valid values are “filecopy” and “ftp”

	key="OutboundX937SendLocation" value="site=localhost;user=testuser;pwd=abc;directory="
	Stores where to transfer the file to.

If transport method is "filecopy" then value should be a fully resolved directory or file share.

Sample Entry:

<add key="OutboundX937SendLocation" value="\\someshare\outputX937\archive"></add>

If transport method is "ftp" then value should contain a connection string in the following format:

Sample Entry:

<add key="OutboundX937SendLocation" value="site=ftp.somesite.com;user=someuser;pwd=abc;directory=X937Files"

	key="OutboundX937WatchDir" value="C:\AX9SQL\OutboundX937"
	Full path to directory to monitor for new files

	key="OutboundX937WorkDir" value="C:\AX9SQL\OutboundX937\Work"
	Full path to directory to use for outboung file processing or exporting

	key="OutboundX937ErrorDir" value="C:\AX9SQL\OutboundX937\Error"
	Full path to directory to move files that errors were encountered during processing

	key="OutboundX937ArchiveDir" value="C:\AX9SQL\OutboundX937\Archive"
	Optional, Full path to directory to move files that have completed (typically only used to archive FTP'd files. Leaving value empty will cause the file to be deleted after transmission

	key="SMTP_Host" value="smtp.com"
	SMTP Host used to send email address

	key="SMTP_Port" value="25"
	Port used by SMTP Host

	key="SMTP_Username" value=""
	SMTP authentication if required

	key="SMTP_Password" value=""
	SMTP authentication if required

	key="SMTP_UseSSL" value="false"
	Use SSL

	
	

	key="SMTP_From" value="user@company.com"
	Email address to use in the FROM field of system generated emails

	key="SMTP_NotifyTo" value="user@company.com"
	Email address(es) to send notifications to.  multiple email addresses should be separated by semicolon (';')

	key="SMTP_ErrorTo" value="user@company.com"
	Email address(es) to send errors to.  multiple email addresses should be separated by semicolon (';')

	key="NumberOfFileThreads" value="1"
	Number of thread to process files concurrently

	key="CheckForDuplicateItems" value="true"
	If true items will be flagged as duplicates if they are already in the database

	key="InboundX937CheckForDuplicateFiles" value="true"
	If true duplicate files will be rejected and not loaded

    

	key="AutoGenerateSeqNums" value="true"
	If true, DIN numbers are automatically created for each item. This is a 15 digit number whose format will be configurable by the user. 

	key="SeqNumFormat" value="CCCCCCCCC"
	If AutoGenerateDIN is true and AutoInsert28Record, then DIN numbers are automatically created using this format.

This is a 15 digit number whose format will be configurable by the user. The number can be divided between prefix and counter. The prefix content can be defined by user but can contain date information.

The auto generation process will apply the rules of the configuration to generate a unique DIN number per item and record in the sequence number field.

The counter can be reset every day, or continuously increment.

When maximum value is reached the counter will reset to the value of “1”.

Examples of DIN number configuration:

   YYYYMMDDCCCCCCC : Din has 8 digits for the current date and 7 digits for the counter that will start at “0000001”

   0001000CCCCCCCC : DIN number has a prefix of “0001000” and a 8 digit counter that will start at “00000001”

	key="SeqNumCounterType" value="ResetDaily"
	Indicates how the Din sequence numbers increment. 

Valid values are "ResetDaily" and "Continuous"

	key="AutoInsert28Record" value="true"
	If true, every item will be endorsed with a  28 record (Addendum C). 



	key="RejectFileIfTooManyDuplicates" value="false"
	If on, reject file if duplicates exceed MaxDuplicatesAllowed

	key="MaxDuplicatesAllowed" value="10"
	Number of dupicates allowed before rejecting a file. 

RejectFileIfTooManyDuplicates must be true.

	key="EndorsingBankRoutingNum" value="123456789"
	RT of the bank that is returning the items.

	key="EndorsingBankIdentifier" value="3"
	Determines the "Endorsing Bank Indentifier (R28F11)" value.

Valid values are "3" for Payor bank and "2" for other returning bank.

	key="PurgeDaysToKeepFileInDatabase" value="10"
	Number of business days to keep files in the database.  Does not effect files on the disk.

	key="PurgeDaysToKeepLogsInDatabase" value="10"
	Number of days to keep logging information in the database.

	key="PurgeDaysToKeepFilesOnDisk" value="10"
	Number of days to keep files that are stored on the disk.

	key="PurgeTime" value="1:00"
	Daily purge time HH:MM using 24 hour clock

	key="DestinationRoutingNum" value="123456789"
	Destination routing num for return ICL

	key="OriginRoutingNum" value="987654321"
	Origin routing num for return ICL

	key="DestinationName" value="Destination Name"
	Destination name for return ICL (upto 18 characters)

	key="OriginName" value="Origin Name"
	Origin name for return ICL (upto 18 characters)

	key="IfAuxIsNullUseRTandOnUsOnly" value="false”
	If AuxOnUs in null, detect duplicates using RT and OnUs only.  Otherwise use RT, OnUs and AuxOnUs.

	key="NumberOfRetries" value="10"
	If the database is busy, specifies how many time to retry a database operation

	key="WaitBetweenRetriesMs" value="1000"
	If the database is busy, specifies how long to wait in milliseconds before trying again

	key="ExportConvertToECP" value="true"
	If True then convert the exported ICL file to ECP format

	key="ExportECPDestinationFolder" value="C:\AX9SQL\OutboundX937\ECP"
	Location where the ECP files is created

	key="ExtractImageFolder" value="C:\AX9SQL\OutboundX937\Images"
	Location where the extracted images reside

	key="ExportRemoveDuplicates" value="false"
	True or False, If True then remove duplicates from exports

	key="ExportRemoveReturnedItems" value="false"
	True or False, If True then remove returned items from exports

	key="ExportRemoveMarkedForReturnItems" value="false"
	True or False, If True then remove marked for return items from exports

	key="ExportECPDestinationFolder" value="C:\AX9SQL\OutboundX937\ECP"
	Location where the ECP files is created

	key="ExtractImageFolder" value="C:\AX9SQL\OutboundX937\Images"
	Location where the extracted images reside

	key="ReturnICLDestinationFolder" value="C:\AX9SQL\OutboundX937\ReturnICL"
	Location where the return icl files reside

	key="ExportICLDestinationFolder" value="C:\AX9SQL\OutboundX937\ICL"
	Location where the return icl files reside

	key ="ByteOrderType" value="Motorola"
	Byte order type - Motorola (Big Endian) or Intel (Little Endian) . FRB requires Motorola.


1.9 Starting the X9 SQL Service

Once the X9 SQL Service is fully configured, it should be restarted. Check the properties of the service to make sure its Startup type is set to Automatic and that the Path to executable is correct.

Review the application event log for any errors related to the start-up of the service. Information messages are also present to show a successful startup.

To test whether it is working, copy a small X9.37 file to the InboundX937WatchDir folder and see if the file is still in this folder several seconds later. If the service is working properly, it will be moved to the InboundX937ArchiveDir once it has been processed into the AX9SQL database.
If the X9 SQL Service encounters any errors, they will be reported both in the AX9SQL database and in the Application Event Log. 

The X9 SQL Service will also create an event in the Application Event log whenever it starts processing an incoming X9.37 file. The image below shows an example of a log entry posted by the X9 SQL Service when it started to process an X9.37 file:
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1.10  Reinstalling X9 SQL Service (updates)

The installation will not overwrite any configuration file. 

1. Stop the X9 SQL Service

2. Repeat the installation instructions for the new install.

2 Installing X9 Image Clearing Website

Before installing the X9 Image Clearing Website, please complete the installation of the X9 SQL Service. The X9 Image Clearing Website will install, but not operate fully until the X9 SQL Service is installed and configured.

2.1 X9 Image Clearing Website Install Kit
The X9 Image Clearing Website contains the code necessary to install both the X9 Image Clearing Website and all of the components it depends on. The installation process will create a website in the default location on the server (typically C:\inetpub\www\X9Image Clearing. The location of this website can be moved by the user; however instructions to perform this move depend heavily on the user’s specific environment and are beyond the scope of this document.
4.1.1 Files Included in Install Kit

The X9 Image Clearing Website Installation Kit includes the following files and folders:

· X9ImageClearingWebsite_M.m.B_NFCU.exe
· Where M.n.b is the version number (Major, Minor, Build)

To install the X9 Image Clearing Website, you must be logged into the server that will host the web site. 
4.1.2 Installing The X9 Image Clearing Website

Execute X9ImageClearingWebsite_M.m.B_NFCU.exe to begin the installation process. You will be guided through this process screen by screen. See the screen shots below.

4.1.2.1 Step 1 – Begin Install Process
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This screen will appear when you open the MSI file. Click the Next button to continue the installation process.
4.1.2.2 Step 2 – Specify SQL Connection Credentials
Enter the credentials that the Website will use to access the database. This account must have access rights to the directories and the SQL database. Enter:
· User name with SA access (must be able to create a database)

· User’s password

You will not receive any feedback at this time if the information you enter is not correct. 
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Click “Next” to continue.

4.1.2.3 Step 3 – Identify location to install Website runtime files. 

You may choose the default location or specify a new location
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Click “Next” to continue.

4.1.2.4 Step 4– Backup Configuration files and Select Website location. 

If this is an upgrade installation, backup the existing “web.config” and “web.sitemap”  files in the X9 Image Clearing Website directory. You may choose the default website location or specify a new location.
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Click “Next” to continue.
4.1.2.5 Step 5 – Begin Installation
Check the installation locations and begin the installation.
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Click “Next” to continue.
4.1.2.6 Step 6 – Confirm Installation
Verify a successful installation. A log file is displayed with status messages. Click “Finish” to complete the installation. 
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4.2 Microsoft Report Viewer Installation
This installation of the Report Viewer also requires the prerequisite of Microsoft CLR types for SQL 2014. These installations are included in the X9 Image Clearing downloads, or alternately can be downloaded directly from the Microsoft website.
Report Viewer is used by the webserver. 

Installation file: SQLSysClrTypes.msi, ReportViewer2015.exe

Double click to install.
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Click “Next” to continue.

Accept license agreement. Click “Install” to continue

4.3 X9 Image Clearing Website and IIS
The X9 Image Clearing Website Install Kit will create an IIS website. This website will be  installed using current default values. The only user-specifiable value is the name of the website which defaults to X9Image Clearing. After the installation completes, we recommend that you check the configuration of the website to make sure that all properties are set correctly. You will also have to examine the security configuration of both the website and specific folders in the file system.

When X9 Image Clearing displays a check image, the image is extracted from the ICL  file that contains the transaction and written as a GIF image into a temporary folder on the server. The web site must have write access to this folder or it will not be able to display these images.

The web site must execute as a specific system user, and that user must also have write access to the temporary folder. The sections below will guide you through the steps necessary to configure security and the website properly.
The IIS configuration is different depending on the server operating system.  
4.4 Configuration for Windows Server 2016 and IIS 10.0
4.4.1 IIS_WPG Account Local Security Policy Settings

The IIS_WPG  System account is required to have the following local security policy settings.

	Policy
	Users/Groups

	Adjust memory quotas for a process
	IIS_WPG, NETWORK SERVICE

	Logon as a service
	IIS_WPG, NETWORK SERVICE

	Replace a process level token
	IIS_WPG, NETWORK SERVICE


.
4.5 Files and Directories

During the X9 Image Clearing Website installation, you will be asked to specify a folder in which to install the website files. Upon completion, that directory should look like the screen shot shown in Figure 3. 
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Figure 3 X9 Image Clearing Website Installation Directories

5 Configuring X9 Image Clearing Website
5.1 Major Configuration Options

X9 Image Clearing Website has multiple configuration options. The major configuration options involve how security is administered and where the X9 SQL database and X9 Image Clearing Service files are located. All configuration options are specified in the primary web.config file which is located in the root directory of the website and in the small Web.config files located in the AMPAdmin folder and the AMP folder
5.2 Editing Web.Config 

The X9 Image Clearing Website requires several configuration options.  All settings are configured by editing the web.config files.  Web.config files are XML documents containing the various settings that can be modified to configure the X9 SQL Service.  Upon editing a web.config file, the file should be saved. 

5.3 Configuring X9 Image Clearing Website Security

The X9 Image Clearing Website supports two alternative forms of security:

· Windows Authentication uses the Windows Active Directory to authenticate the current user. All website users must be configured as belonging predefined Windows security groups or they will not be allowed into the website. If you use Windows Authentication, the user’s currently logged in Windows identity will be used to determine the user’s access rights.

· Native Authentication implements user authentication by allowing the local administrator to configure specific users and assigning them to one of three predefined security groups. If you use Native Authentication, users will be presented with a login screen that will challenge them for a user identification and a password. Users will be automatically logged off the system if a predefined time period passes with no activity.

X9 Image Clearing Website may be configured to use either security model, but not both. The choice of which model is to be used is made by editing the Web.config file (see instructions below). 
By default, X9 Image Clearing Website is configured for Windows Authentication.

5.3.1 X9 Image Clearing Website User Groups

The X9 Image Clearing Website supports three levels of user access:

· User – Everyone who needs access to the website must be configured as a user. If using Windows Authentication, all users must be members of the Active Directory group identified by the UserGroup key in the Web.config file. If using Native Authentication, each user added to the system and whose Active box is checked will automatically be allowed to login.

· Admin – Administrative users get to see the Administrator pages that allow configuration of users and updating of some system configuration options. If using Windows Authentication, all administrators must be members of the Active Directory group identified by the AdminGroup key in the Web.config file. If using Native Authentication, the Administrator and the Active check boxes must both be set for this user. The web.config file located in the AMPAdmin folder must also be edited to indicate the group name associated with administrators (see below for more information on configuring this file).
· Super User – The Super User has several additional capabilities. If using Windows Authentication, all super users must be members of the Active Directory group identified by the SuperUserGroup key in the Web.config file. If using Native Authentication, the Super User and Active check boxes must both be set for this user.

Super Users can:

· Change the status of a Returned item (in a forward file only) back to Presented/Marked for Return; (Outgoing return application only)
· Re-generate a posting file (the button to view All, including those already posted) only shows up for a Super User; (Outgoing return application only)
· Re-export/archive the images (the button to view All, including those already exported) only shows up for a Super User; (Outgoing return application only)
· Delete files.

· Have write access to completed data.

A user can be an Admin user and not a Super User, and correspondingly, a Super User does not have to be an Admin user.

· Additionally specific business users can be defined in the application specific configuration files. 
5.3.2 Windows (Active Directory) Authentication

Configuring the X9 Image Clearing Website to use Windows Authentication requires specific settings in the Web.config file. Using Windows Authentication may also require creating users and/or user groups in the Active Directory Users and Computers tool. The screen shot below shows three test users (Test X9Admin, TextX9Super and Test X9User) that have been created by this tool. These users belong to the X9Admin, X9Super and X9User groups. These group names must correspond with the group names identified in 4.3.2.2, Configuring the appSettings section for Windows Authentication.
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5.3.2.1 Configuring the connection strings section for Windows Authentication

Edit the AX9SQLConnect setting to point to the correct database. The connection string must identify a SQL user with SELECT, INSERT, UPDATE and DELETE access to the X9 Image Clearing  database. Here is an example of this connection string:

<add name="AX9SQLConnect" connectionString="Integrated Security=SSPI;Server=<Database Server Name> ;Database=AX9SQL" providerName="System.Data.SqlClient"/>
</connectionStrings>

5.3.2.2 Configuring the appSettings section for Windows Authentication

Edit the key value pairs to identify the authentication type and associated user groups. The AuthType key must have a value of “AD” to use Windows (Active Directory) Authentication.

    <add key="UserGroup" value="X9Users"/>

    <add key="SuperUserGroup" value="X9SuperUsers"/>

    <add key="AdminGroup" value="X9Administrators"/>

Where the value associated with each of the UserGroup key names the Windows group that will include all legitimate users of the X9 Image Clearing Website.

5.3.2.3 Configuring the system.web section for Windows Authentication

There are several settings in the system.web section that must be set based on the corresponding security configuration.

Authentication Mode:

Edit the authentication mode setting to make sure it is set to Windows rather than Forms. 

<authentication mode="Windows"/>

Role Manager:

Windows authentication does not require a role manager. Edit the roleManager setting so that it looks like this:

<roleManager enabled="false" />

<!-- <roleManager enabled="true" defaultProvider="X9SqlRoleProvider">

      <providers>

        <add name="X9SqlRoleProvider" 

             applicationName="/" 

             connectionStringName ="AX9SQLConnect"

             type="System.Web.Security.SqlRoleProvider, System.Web, Version=2.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a"/>

      </providers>

</roleManager>-->
NOTE: the <roleManager enabled="true”... /> and the <providers> setting can be deleted if Native Authentication will never be used.
5.3.2.4 Configuring Web.Sitemap. 

The menu that users see on each page is driven by data in the Web.sitemap file. This file is listed in its entirety in the section on web.sitemap.
In this file, replace all instances of mydomain with the name of your domain. There should be three replacements made. If you do not see menus when you open the website, the problem most likely lies here.

5.3.2.5 Configuring AMP Admin Web.Config for Windows Authentication

The Web.config file that is located in the AMPAdmin folder beneath the application root must also be edited as follows:

<authorization>

<allow roles="[domain name]\[X9Administrator]"/>

<deny users="?"/>

</authorization>

Where [domain name] is the Windows Active Directory user group that administrative users must belong to, and [X9Administrator] matches the value specified in the AppSettings portion of web.config for the X9Administrator value (see 4.3.2.2, Configuring the appSettings section for Windows Authentication). 
NOTE: the <allow roles="Administrator" /> setting can be deleted if Native Authentication will never be used.
5.3.2.6 Configuring AMP Web.Config for Windows Authentication

The Web.config file that is located in the AMP folder beneath the application root must also be edited as follows:

<authorization>

<allow roles="[domain name]\[X9SuperUser]"/>

<deny users="?"/>

</authorization>

Where [domain name] is the Windows Active Directory user group that administrative users must belong to, and [X9User] and [X9SuperUser] match the value specified in the AppSettings portion of web.config for the UserGroup and SuperUserGroup value (see 4.3.2.2, Configuring the appSettings section for Windows Authentication). 

5.3.3 Native Authentication

Native Authentication is administered entirely by the X9 Image Clearing Website. To configure this authentication model, make sure the following settings are edited correctly. 
NOTE: by default, the web.config file is configured for Windows (Active Directory) Authentication, but the default values for Native Authentication are included in the file as comments. To switch from Windows to Native Authentication, you must uncomment the settings for Native authentication and either delete or comment out the corresponding Windows authentication configuration settings.

5.3.3.1 Configuring the connection strings section for Native Authentication

Native Authentication requires a connection string to the database:

· AX9SQL – the database that contains all transactional information

Configuring AX9SQL Connection String:

Edit the AX9SQLConnect setting to point to the AX9SQL database. The connection string must identify a SQL user with SELECT, INSERT, UPDATE and DELETE access to the AX9SQL database. Here is an example of this connection string:

<add name="AX9SQLConnect" connectionString="Data Source=MyServer;Initial Catalog=AX9SQL; User ID=sa;Password=P@ssw0rd" providerName="System.Data.SqlClient"/>
5.3.3.2 Configuring the appSettings section for Native Authentication

Edit the key value pairs to identify the authentication type. When using Native Authentication, the AuthType key must have a value of “Native” and the UserGroup, SuperUserGroup and AdminGroup keys are ignored. 

<add key="AuthType" value="Native" />
<!--<add key="AuthType" value="AD" />

<add key="UserGroup" value="X9Users"/>

<add key="SuperUserGroup" value="X9SuperUsers"/>

<add key="AdminGroup" value="X9Administrators"/>-->

5.3.3.3 Configuring the system.web section for Native Authentication

Edit the authentication mode setting to make sure it is set to Forms rather than Windows. 

<authentication mode="Forms">
    <forms loginUrl="~/Default.aspx"/>
</authentication>

Edit the membership settings. Uncomment the AX9NativeProvider section. The membership settings should look like this:

    <membership defaultProvider="AX9NativeProvider" hashAlgorithmType="">

      <providers>

        <add name="AX9NativeProvider" 

             connectionStringName="AX9SQLConnect" 

             applicationName="AX9Research" 

             minRequiredPasswordLength="5" 

             minRequiredNonalphanumericCharacters="0" 

             passwordFormat="Encrypted" 

             type="System.Web.Security.SqlMembershipProvider"/>

      </providers>

    </membership>

Native Authentication requires a role manager. Edit the roleManager setting so that it looks like this:

<roleManager enabled="true" defaultProvider="X9SqlRoleProvider">

<providers>

<add name="X9SqlRoleProvider" 

             applicationName="/" 

             connectionStringName ="AX9SQLConnect"

             type="System.Web.Security.SqlRoleProvider, System.Web, Version=2.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a"/>

</providers>

</roleManager>

5.3.3.4 Configuring AMP Web.Config for Native Authentication

The web.config file in the AMP folder must be edited to indicate which users are administrators. The words “User”, “SuperUser” and “Administrator” are hard coded into the X9 Image Clearing Website code, so do not change these; however you must comment out or delete the setting that is used for Windows Authentication.
<authorization>


<!--   <allow roles="[domain name]\X9User"/>-->


<allow roles="User, SuperUser, Administrator" />


<deny users="*"/>

</authorization>

5.3.3.5 Configuring AMPAdmin Web.Config for Native Authentication

The web.config file in the AMPAdmin folder must also be edited to indicate which users are administrators. The word “Administrator” is hard coded into the X9 Image Clearing Website code, so do not change this; however you must comment out or delete the setting that is used for Windows Authentication.
<authorization>


<!--   <allow roles="[domain name]\X9Administrator"/>-->


<allow roles="Administrator" />


<deny users="*"/>

</authorization>

6 Re Installing X9 Image Clearing Website (updates)

Follow these instructions to install an update to the X9 IMAGE CLEARING website.

1. Make backup copies of the configuration files. These are:

· C:\Inetpub\wwwroot\ X9Returns \Web.config

· C:\Inetpub\wwwroot\X9Returns\Web.sitemap

2. Use Windows Add/Remove Programs function to uninstall the website

3. Install the new package using the instructions in section 3. Make sure you install in the same location and use the same application pool.

4. You do not need to make any changes to the IIS configuration.

5. Replace your backup copies of the configuration listed in step 1 above.

6. Restart the website.

7 Web.Config Settings

The web.config file has multiple sections. Each section contains XML declarations that are specific to that section. The table below describes each section and the settings in that section.

7.1 Config Sections

This section of the web.config file has declarations required by the X9 Image Clearing Website code. There are no user-modifiable settings in this section.
7.2 Connection Strings

This section of the Web.config file defines the information necessary for the website to access the databases it uses. 

When forming a connection string, any valid connection string that will connect the user to the database and grant the user SELECT, INSERT, UPDATE and DELETE rights to that database is OK.
	Section: ConnectionStrings
	Name = “<name>” connectionString= “<value>”


	Setting Name
	Description
	Sample / Possible Value(s)

	AX9SQLConnect
	SQL Connection string for AX9SQL database.

<SQL Server Instance> = the name of the SQL Server instance that contains the AX9SQL database.
	Data Source=<SQL Server Instance>;

Initial Catalog=AX9SQL;

Provider=System.Data.SqlClient

Example:

Data Source=QUIT;Initial Catalog=AX9SQL;Persist Security Info=True;Integrated Security=True" providerName="System.Data.SqlClient"/>


7.3 App Settings
The <appSettings> portion of the Web.config file contains keyword=value pairs that configure the behavior of specific portions of the website.
	Section: appSettings
	Key = “<key name>” value = “<value>”


	Setting Name
	Description
	Sample / Possible Value(s)

	DropImportFolder
	The network directory location where imported ICL files will be dropped for processing. This is the folder that the X9 Image Clearing Service will monitor for incoming files.
	\\servername\AMP\InboundX937\

	CompanyName
	Text that will be shown in the upper right corner of the login page.
	All My Papers

	WebSiteLogo
	Location relative to the website’s root directory where an image file that contains the logo to be shown on the top of each page.
	../Images/AllMyPapers.gif

	WebSiteLogoText
	The message that will appear when the mouse hovers over the WebSiteLogo.
	“All My Papers”

	CreatedBy
	Text that will be shown at the bottom of each page.
	X9 IMAGE CLEARING website created by:

	Creator
	Text that will be shown at the bottom of each page.
	The Socrates Group in Bellingham, WA

	CreatorURL
	The URL that will be popped up and linked to if the user clicks on the CreatedBy text. This text must begin with “http://” or “https://”
	“http://thesocratesgroup.com”

	LogoffTimer
	Defines how long (in minutes) a user may be inactive before the website will log the user out. 
	30

	MenuDirection
	Determines how user menus are presented on the screen
	“Horizontal” or “Vertical” – no other values are supported. “Horizontal” is recommended.

	EarliestDate
	The earliest date shown in the “All” date range selection.
	12/10/2003

	TempDirLogical
	A virtual folder used by the website during operations.
	~/TempDir/ - DO NOT CHANGE this value.

	EncryptPassword
	A GUID value used to encrypt/decrypt check images
	3D90178A-7CEB-4A80-820F-0535F42E0FC5

	AuthType
	Determines how website security is administered. 
	“Native” or “AD” – no other values allowed

	UserGroup
	Required if AuthType=”AD”

Identifies the Windows Active Directory user group that X9 Image Clearing website users must belong to.
	X9Users

	SuperUserGroup
	Required if AuthType=”AD”

Identifies the Windows Active Directory user group that Super Users must belong to.
	X9SuperUsers

	AdminGroup
	Required if AuthType=”AD”

Identifies the Windows Active Directory user group that Administrative users must belong to.
	X9Administrators


7.4 System Web Settings

These settings determine the underlying behaviour of the website. 

	Setting Name
	Description
	Sample / Possible Value(s)

	HttpRuntime maxRequestLength
	Indicates the maximum file upload size supported by ASP.NET. This limit can be used to prevent denial of service attacks caused by users posting large files to the server. The size specified is in kilobytes. The default is 4096 KB (4 MB).
	200000

Recommendation: use a large value to allow loading of large X9.37 files. Maximimum value is 2097151.

	Authentication mode
	This setting tells the IIS engine how to handle security. If Native Authentication is used, then the <forms loginUrl=<page name> must be specified.
	“Forms” or “Windows” – no other values are supported

Native Authentification Example:

<authentication mode =”Forms” <forms loginUrl=”~/Default.aspx”/> </authentication>

Windows Authentication Example:

<authentication mode=”Windows” />

	Membership
	Identifies the subsystem that will manage user authentication. This setting can identify multiple providers, but the default provider must be identified and correspond to the authentication model being used.
	<membership defaultProvider="AX9NativeProvider" hashAlgorithmType="">

  <providers>

        <add name="AX9NativeProvider" 

             connectionStringName="AX9SQLConnect" 

             applicationName="AX9Research" 

             minRequiredPasswordLength="5" 

             minRequiredNonalphanumericCharacters="0" 

             passwordFormat="Encrypted"                                        type="System.Web.Security.SqlMembershipProvider"/>

  </providers>

</membership>

	roleManager
	Must be enabled for Native Authentication and disabled for Windows Authentication.
	For Windows Authentication:

<roleManager enabled="false" />

For Native Authentication:
<roleManager enabled="true" defaultProvider="X9SqlRoleProvider">

      <providers>

        <add name="X9SqlRoleProvider" 

             applicationName="/" 

             connectionStringName ="AX9SQLConnect"

             type="System.Web.Security.SqlRoleProvider, System.Web, Version=2.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a"/>

      </providers>

</roleManager>

	siteMap
	Identifies the file that contains the sitemap for this site. 
No changes should be required to this setting.
	<siteMap defaultProvider="X9SiteMap" enabled="true">

      <providers>

        <add name="X9SiteMap" description="SiteMap for X9 Research." type="System.Web.XmlSiteMapProvider, System.Web, Version=2.0.3600.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a" siteMapFile="Web.sitemap" securityTrimmingEnabled="true"/>

      </providers>

 </siteMap>

	customErrors
	Identifies the page that will be invoked when an unhandled error condition arises.
	<customErrors defaultRedirect="~/Exceptions.aspx" mode="RemoteOnly" />

	Compilation
	Determines how code will be complied. Setting debug=true will result in slower execution of the website.
	<compilation debug="false">

	Pages
	Required to manage the look and feel of the website. No user changes should be required.
	<pages theme="Aluminum" enableEventValidation="false" viewStateEncryptionMode="Never">

      <controls>

        <add tagPrefix="asp" namespace="System.Web.UI" assembly="System.Web.Extensions, Version=3.5.0.0, Culture=neutral, PublicKeyToken=31BF3856AD364E35"/>

        <add tagPrefix="asp" namespace="System.Web.UI.WebControls" assembly="System.Web.Extensions, Version=3.5.0.0, Culture=neutral, PublicKeyToken=31BF3856AD364E35"/>

        <add namespace="UtilityWeb" tagPrefix="UtilityWeb" assembly="UtilityWeb"/>

      </controls>
</pages>

	machineKey
	This may be any 16 digit numeric value that you like, but it must be present and should not be changed. The value must be distinct when this web server is part of a web farm.
	<machineKey decryptionKey="1111111111111111"/>

	httpHandlers
	This section is used to handle the WebService calls that the application uses. This section contains no values that the user should modify.


7.5 System Codedom Settings

This section tells the Microsoft ASP .NET framework what to use to compile source code. There are no user-modifiable settings in this section.
7.6 System.webServer Settings

The system.webServer section is required for running ASP.NET AJAX under Internet Information Services 7.0.  It is not necessary for previous version of IIS.It contains no user-modifiable values, but may be removed if the IIS server is not running IIS version 7.0 or above.
7.7 Web.Sitemap

This file drives the user menus. The “roles=” values may need to be edited if you are using Windows authentication – replace “mydomain” with your Active Directory domain, and replace “X9Users” and “X9Administrators” with the values specified in the appSettings section of web.config for the “UserGroup” and “AdminGroup” values, respectively.  (See section 4.3.2.2, Configuring the appSettings section for Windows Authentication).
<?xml version="1.0" encoding="utf-8" ?>
<siteMap xmlns="http://schemas.microsoft.com/AspNet/SiteMap-File-1.0" >
  <siteMapNode url="~\AMP\X9BrowseDocument.aspx?M=Home" title="Home Page"  description="Home Page" >
    <siteMapNode title="Operations" description="X9 Operations" roles="Check21Users">
      <siteMapNode url="~\AMP\X9FindReturn.aspx" title="Returns Research"  description="" />
      <siteMapNode url="~\AMP\X9FindDocument.aspx" title="Item Research"  description="" />
      <siteMapNode url="~\AMP\X9BrowseDocument.aspx" title="Browse ICL Files" description="" />
      <siteMapNode url="~\AMP\X9ImportICL.aspx" title="Import ICL File" description="Import ICL File" />
      <siteMapNode url="~\AMP\X9GenReturnICL.aspx" title="Generate Return ICL" description="" />
      <siteMapNode url="~\AMP\X9ExportMICR.aspx" title="Generate MICR File" description="" />
      <siteMapNode url="~\AMP\X9ExportImages.aspx" title="Export Images" description="" />
      <siteMapNode url="~\AMP\X9ShowDBLog.aspx" title="View Activity Log" description="" />
    </siteMapNode>
    <siteMapNode title="Generate Reports"  description="" target="_blank" roles="Check21Users" >
      <siteMapNode url="~\AMP\X9Report1.aspx" title ="Presented &amp; Returned Summary" description="" />
      <siteMapNode url="~\AMP\X9VendorReport.aspx" title="Vendor Summary" description="" />

      <siteMapNode url="~\AMP\X9UsageReport.aspx" title ="Usage Report" description="" />
    </siteMapNode>
    <siteMapNode title="Administrative" description="Administrative Tools" roles="Check21Admins">
      <siteMapNode url="~\AMPAdmin\X9Settings.aspx" title ="Settings" description="" />
    </siteMapNode>
  </siteMapNode>
</siteMap>
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